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Staff management

Onboarding

e [Every member of Folder IT experiences an onboarding process when entering the
company. The onboarding person is presented with this document and demandets
obligatory reading and signature in compliance with the subsection entitléthternal
Audits and training”, “Obligatory reading of this document”.

e The company provides, as a benefit for its employees, a notebook when joining the
firm. The device provided complies with the requirements described in the present
document and the onboarding person must commit to comply with all the items
detailed within “Device Management”.

e [Fvery onboarding person is also given a magnetic card that grants phigal accessto
the offices.See subsection entitled “Pysical Security of the facilities”, “Offices”.

e Finally, every onboarding person is assigned an institutional email account,
commiting to its appropriate use and to avoid phishing.

Offboarding

e As part of this process, the following steps are considered:

o The offboaridng person must return the notebook given when joining the
company.

o The offboarding person must delete every file related to the company from
every personal device used for work (including local code repositories,
passwords, etc.) in connection with specific projects or the company general
documentation.

o The offboarding person must return the magnetic access card given when
joining the company.

o The company revokes all the passwords assigned to the offboarding
person.

o If the person is assigned to a project at the moment of its offboarding, the
client will be informed to take all the necessary measures.
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Device management

Work devices

e As described in the section entitled “Onboarding”, the company provides every
employee a notebook as official work device to conduct work tasks effectively. This
device must only be used for work and must not be shared with third parties.

e [tis worth mentioning that employees are also allowed to use personal devices for
work (Policy known as BYOD).

e Regardless the device used, this must always comply with the following norms:

o Obligations:
= must be protected by password
= the operating system must be officially licenced (if applicable)
= must have Antivirus Software installed, updated and activated.
= allthe information related to the company and each project must be
easily distinguishable
= Browser must have the latest update
= Operating system security must be updated immediately.
o Recommendations:
= Device firewall must be enabled (Notebooks, PCs)
» Operating system must be updated

Loss of devices

e In case of loss of a device (personal or provided by the company) containing
company data or project/client data, it must be proceeded as follows:

o The company must be immediately informed and detailed the situation.

o The company must immediately inform any client affected, so it can take
any measures considered necessary (e.g. revoke access to the potentially
compromised accounts)

o The company must reset the access to all accounts physically presentin the
affected device.

m Note: This process may take a long time depending on the project.
Priority must be given to any account authenticated at the moment
of the loss, then to the most important and/or vulnerable ones and
finally to the rest of the accounts, which must be protected within a
key-vault software (see subsection entitled “Project management”,
“Obligations”.

in FolderlT f folderit.social folderit.sociol X FolderlT d‘ folder_it D folderit

www.folderit.net | Francisco Miguens 180 Piso 9 & 10 - Corporate Tower, Santa Fe, Argentina




#developsyourworld 2 FOLDER IT

Legal information and cyber-crime

e None of Folder IT/ personal devices used for work can contain any sort of illegal
information or be used for cyber-crime.

e In order to ensure the correct understanding of this point, the company adheres to the
definition provided by Law Number 26.388 of the Criminal Code of Argentina
(https://www.argentina.gob.ar/justicia/derechofacil/leysimple/delitos-informaticos)

Physical Security of the facilities

Offices

e Office

o Every Folder IT staff member must have a magnetic card for entering the
offices
o Office doors must be locked
o Every guest visiting the offices is given a temporary card that must be
returned after the visit
e Physical Machines
o Every physical machine in the office must comply with the norms mentioned
in the section entitled “Device management”
o All machines must be blocked when not used
e Mobile devices:
o Folder IT has mobile devices available for on-demand use in a project
o Mobile devices (cells, tablets, tags, etc.) assigned must be followed-up by
means of a spreadsheet
o A project can request to take those mobile devices home, but this action
must be properly registered on the spreadhseet aforementioned.
e Networks:
o Every Folder IT staff member must be given access to the private wifi
network
m  Note: This net must be only used for working.
o Every Folder IT staff member can connect directly to the physical network
(Via RJ45 cable) inside the offices.
o Every visitor must be granted access to a wifi net (Visitor net) different from
the main one.
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o Access to servers is physically safeguarded and can only be accessed by
skilled staff members.

o WEFH is allowed. In case of a staff member needing access to Folder IT
network, this must be via VPN provided to this end.

Withhold/Restraint of project data

e Data stored (locally or remotely) must be distinguishable by project.

o After termination of a project and after a given number of days (defined
according to project, e.g. 1 month) this data must be securely stored and
deleted from every device used in the project.

o Data could be stored on the Cloud (e.g. Drive, Dropbox, etc.),not belonging
to the client. In this case, all the material must be distinguishable by project
and under application of this normative.

o VPNs/other project services connection password files are under the
application of the law.

o Client local repositories are under the application of the law

o When two-steps authentication is enabled for accessing the client’s server
environment, password must be deleted (e.g. Entry to Google Authenticator

app)
Obligations

e Passwords cannot be kept in TXT format. Use of any key-vault software (e.g.
Keepass) is recommended. All the keys must be distinguishable by project.

Recommendations

e Strong random keys can be generated by key-vault software. Use of these
mechanisms is recommended.

Adaptation to special requirements from a client

e Our clients can demand a higher level of security or the consideration of special
policies concerning a project. For example, the use of specific computing devices,
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the use of special token generator devices, etc. Nevertheless, these modifications
would demand a stricter policy than this document.

e [f any of the sections in this document were required to be more lax regarding a
specific project, the internal auditor (see section entitled “Internal Audit and
training”, “Internal Audit’) must study the situation and decide whether an
adaptation/modification must be introduced, inform the decision and justify it in
written form.

e [tis strictly prohibited to adapt/modify the normative concerning illegal information
and cyber-crime.

Service management

Sites/ internal service

e Sites and/or services provided by the company must be only accesible through
secure connections (e.g. HTTPS).

Internal Audits and training

Obligatory reading of this document

e FEvery staff member must read and sign acknowledgement of this document
e Update to this present document must be informed to all the company.

Internal Audits

e Folder IT must assign a temporary internal auditor every year.
e The auditor must be notified about all the projects that have taken place that year
and their start/finish date.
e The auditor can choose whether to audit a project or not
o The auditor must audit at least three times a year (only exception to this rule
being less than three projects taking place in a year)
e For each audit, the auditor must choose a set of issues to assess from this policy
o Foreach audit, at least three issues must be chosen for the assessment
e FEvery audit must be documented and contain the following details:
o Project audited
o Auditor
o Date
o Project status at the moment of the audit
o Issues assessed
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o Result after assessing the issues
o Recommendations
e These audits must obtain two main objectives:
o Ensuring the compliance of security policies.
o Detecting possible corrections or improvements in an organic way
e [t is worth mentionng that these audits are for internal use thus their results
constitute classified information.

Sensitive data management

‘Sensitive data’ refers to company information that is not public, or information that
must be protected for a reason.
Some examples of sensitive data include (but are not limited to) contracts with
other parties, personal identification, home and family information, our clients’.
e Digital storage of sensible data can take place in/on:
o OneDrive, using Folder IT Office 365 account
o devices provided by the company or the client
o any other service previously authorized by the company or the client.
e [t is forbidden the copy of sensitive data on any personal device or personal
external memory unit, or on any device not provided by Folder IT or the client.
e Keep any device (provided by Folder IT or its clients) containing sensitive data out
of reach of third parties.
e Do not have verbal conversations referring to confidential information in
public/busy places.
e Restrict physical access to the offices. Every third party entering the office must be
accompanied at all times.
e Do not leave printed documents containing sensible data where someone else can
see it or in public places.
e Hardware containing sensitive data (papers, disks, memories, etc) must be properly
destroyed.
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Annex

Annex | - Ransomware

e In case of ransomware, the device must be disconnected immediately from the
(physical or wireless) network andhe company must be informed.

e Current backpup policies safeguard critical data that make the company viable.

e The company must immediately inform any client affected by the event (fexample,
if the devices affected had information about a current project), for it @t upon
immediately (for example by blocking incoming connections from owffices,
invalidating users, etc.)

e The company must reset the access credentials of the people affected. Moreovehe
devices affected must be properly clean and have their operating systenreinstalled.

e Before restoring the backup, it must be checked if this is free from malware. Backup
must be only restored when trusted to be:

o free from malware

o totally clean

e Once the situation is normalized, network traffic must be thoroughly monitored and
antivirus scans must be executed proactively.

e For further information, what follows is a guide by NCSC, UK.
(https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-

attacks#whatismalwareransomwarg
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